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Changing Crime and Changing Responses 
 
 
This paper outlines the changing crime rates in Australia over the past decade.  
Crime is reduced by reducing the supply of motivated offenders and by making 
crime harder to commit.  A crime prevention strategic framework involves policies 
to prevent crime, improve safety and reduce disorder while recognising that there 
is no one single, definable cause of crime.   
 
Different strategies involve identifying the conjunction of criminal opportunities, and 
testing policies about designing for safety, community policing, protective behaviours 
and so on, within a context of situational crime prevention and a legal framework. 
 
This paper presents some of the Australian Institute of Criminology data on crime 
against small business and it also focuses on some of the strategies of crime reduction 
through product design. 
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Changing Crime and Changing Responses 
 
Crime is a phenomenon of modern life.  When we look at the bigger picture we know that 
some businesses and households rarely experience crime, while a few are repeatedly 
victimised.  Clearly crime is not an equal opportunity predator and is highly concentrated.  
The chances of victimization depend on who you are, who you know, and where you live.  
Understanding the patterns of crime clustering, repeat victimisation and identifying emerging 
forms of crime helps us to allocate prevention resources more effectively.   
 
The critical issue is whether particular types of crime are increasing or decreasing.   
 
First, the following graphs (in appendix) illustrate the distribution of some crimes that harm 
people and which have been in the criminal codes for years.  These are usually the crimes that 
people fear the most, and are often associated with the notion of increasing crime.  These are 
also the crimes that receive significant media attention.  These graphs are based on the most 
recent recorded crime data from Australia for homicide, assault, armed robbery, unarmed 
robbery, kidnapping, unlawful entry with intent, and motor vehicle theft. 
 
Second, there are behaviours that frighten, annoy, or offend people.  Many of these crimes are 
victimless but perceptions of danger can intimidate bystanders.  We increasingly hear 
complaints about these forms of intimidation that are not really “crimes” in the legal sense. 
 
Third, there are the new forms of crime that have surfaced in recent years.  Many are 
associated with organised crime, drugs trafficking, money laundering, computer crime, fraud, 
and crime against the environment. 
 
Every one of these types of crime requires four ingredients: a motivated offender, a suitable 
target, an opportunity, and the absence of capable guardians.  We need to develop policies to 
deal with each of these ingredients.   There are basic three ways: 
 

• Reduce the supply of motivated offenders 
• Make crime more difficult to commit 
• Look to the future to anticipate new crimes and conditions that foster crime, and find 

ways to prevent these from occurring 
 

The crime prevention literature tells us we need to increase the effort required by offenders, 
increase the risks of them being caught, and decrease their potential rewards.  This is what I 
want to talk about today, and in particular how the security workforce can help prevention of 
crime in our changing environment.   
 
Changing Crimes 
 
The social and economic basis of life in Australia is changing rapidly.  Opportunities for 
crime are created by: 
 

• Demographic changes 
• Economic reforms 
• Globalisation 
• Technological advancements 
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There are winners and losers from these economic, demographic and technological changes.  
The losers include workers and their families who are excluded from secure and well-paid 
jobs.  For example, the skills of some workers are now obsolete which results in 
unemployment or under-employment, and there is an emerging under-educated underclass 
who are locked out of the jobs market altogether.  Significant amongst this group will be a 
cohort of angry young males who live for the moment with no prospects for the future, and 
who seek gratification when and where they can obtain it.  Such people who are excluded 
from employment, addicted, or who are unable to survive economically may be tempted to 
commit a range of crimes.  It is likely that the stresses that accompany rapid social change 
may also draw people to substance abuse.  This in turn will create increased demand for the 
selling and manufacture of illicit substances.  These offenders and victims may be 
concentrated in particular geographical areas.  
 
At the same time in this new economy some high-skilled workers are in great demand and are 
earning magnificent salaries.  That is, the Australian working population is polarising into 
winners and losers in the jobs marketplace.   
 
A divergence in crime patterns is also emerging. 
  
First, there are the “traditional” crimes that we know quite a bit about such as homicides, 
assaults, and armed hold-ups.   There were shown in the graphs displayed earlier and most 
have a reasonable clear-up rate.  There also appears to be an emerging surge in popularity of 
hold-ups of individuals using ATM’s.   
 
Second, more “sophisticated” crimes appear to be reaping high rewards.  These offenders are 
frequently technologically skilled white-collar workers.  Many escape detection or receive 
limited penalties when caught (see KPMG 1999).  Some spectacular corporate collapses may 
be associated with such fraud and electronic crimes. 
 
As a result of these changing demographic and crime patterns, the criminal justice system 
may be overloaded in some geographical areas where “traditional” crimes are numerous.  At 
the same time criminal justice and security workers may be struggling to cope technically 
with the new forms of crime that are typically committed by high-skilled and highly mobile 
white-collar offenders and organised crime syndicates. 
 
The environment is also changing.  Increasing pressure for smaller government inevitably 
means individual organisations will have to assume more responsibility for their own crime 
prevention.  Revised understandings and working relationships between security officers and 
police may have to be forged over a range of issues, including responsibilities, weapons use 
(e.g. capsicum spray) and over access to privileged information. 
 
 
Changing Responses 
 
Target hardening together with improved guardianship can be harnessed to deal with some 
aspects of electronic and telecommunications crime.  Improvements in locks and alarm 
systems, surveillance devices, and methods for restraining individuals who pose a risk to 
themselves or others all contribute to crime control.  However, as Clarke (2001:22) notes, 



Adam Graycar  Changing Crime and Changing Responses 3 

_________________________________________________________________________________________ 
Australian Security Industry Association Conference 
18 July 2001, Sydney 
 
S:\PS-LIB - CCRS\Graycar speeches\4 graycar speeches 1995 - 2003 Aust Ins of Criminology\01-07 Syd ASIAL\ASIAL 18 July 2001 
speech.doc 

 

preventive strategies developed from experiences with traditional crimes may not be effective 
against new forms of crime such as internet-based scams, or organised crimes such as 
trafficking or money laundering.   
 
Because the motivations for criminal activity are difficult to change, and we can’t simply 
reduce opportunities by “pulling the plug”, the best response to computer related crime for 
example, is through improved guardianship.  Guardianship can be enhanced through 
technologies that detect anomalies in patterns.   
 
“Red flags” of possible criminal activity are marked variations from predictable patterns.  
Amongst individuals, “red flags” include a marked change in normal lifestyle, unusual 
spending patterns on credit cards, unusual work-related expense claims, or atypical telephone 
call patterns.  At an organisational level, “red flags” can include a lack of transparency in 
accounting, an absence of financial control systems, an escalation in plastic payments, or a 
sudden unexpected reversal of fortune.  A detailed discussion of these “red flags” can be seen 
in Grabosky and Duffield’s (2001) latest Trends and Issues paper from the AIC.  
 
Recent technological developments have assisted efforts to tackle crime.  There are numerous 
situational solutions that involve target hardening, technological surveillance, electronic 
tracking devices, and crime prevention through product design, to mention a few.    Let me 
expand on the last point. 
 
Crime Reduction through Product Design  
 
It is a recent concept that a product can be designed in such a way as to reduce crime.  “Crime 
Reduction through Product Design” (CRPD) is currently in its infancy but has significant 
potential to reduce crime.   
 
Crime Reduction through Product Design involves integrating protective technology-based 
features into products to (a) reduce their attractiveness to offenders, and (b) to facilitate quick 
and effective responses following an offence.  The security features may be either combined 
with goods at the time of manufacture or added later.  Success in making items less attractive 
to criminals may also indirectly reduce violent crimes such as robberies.  There is a range of 
these under development that have promise, and we can expect them to be further refined 
over time.  The AIC will shortly be releasing a paper by A.J. Lester that is focused solely on 
this concept.  I will catalogue a few examples here (many have been discussed in detail by my 
colleague Peter Grabosky).  
 

• Passwords or biometric devices can be required to access information systems, for 
example,. hand scanning, retinal imaging, or voiceprints.  A hand scanning process 
may even be in-built into a computer mouse. 

• Infrared spectroscopy and magnetic resonance imaging (MRI) can be used to 
identify contraband ingested by an offender. 

• DNA testing can identify criminals and exonerate the innocent.   
• Ballistocardiogram technology such as “heartbeat monitors” can identify people 

hiding in containers to illegally enter countries. 
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• High-speed car chases can be stopped through transmission of a short 
electromagnetic pulse which damages the electronic components of an ignition 
system so the vehicle stalls.   

• Individuals can be restrained through chemical incapacitants such as oleoresin 
capsicum spray, noxious acoustic weapons can be used to disperse crowds, or 
foams or adhesives can be sprayed to immobilise offenders.   

• A non-removable program can be embedded in the hard drive of a portable computer 
which regularly dials into a monitoring centre when the computer is connected to the 
internet, supplying both the computer ID and the location calling number.  

• Radio frequency authorisation requirements can make a firearm inoperable by anyone 
other than the designated user. 

• Immobilisers can restrict illegal use of motor vehicles, track them through GPS 
systems, or even allow for remote operation of security alarms, horn or door locks.  

• Packaging can be designed to inhibit product tampering - averting extremely costly 
incidents such as the Panadol extortion bid. 

• Holographic images (or sub-surface laser marking or digital watermarks) can be 
imprinted on credit cards, incorporated into labels, or computer software.  An example 
is the modern Australian polymer currency notes. 

• Smart cards involving computer designs can prevent access to data unless correct 
procedures are followed.  Hence smart cards are likely to significantly reduce cash 
and credit card fraud.   

• Electronic guardianship can prevent intellectual property theft through computer 
programs that restrict access unless the user abides by pre-set rules.  As a result 
journals or books can be sold electronically rather than as hard copy.    

• Devices can be embedded into products that self-destruct, track, or become 
readily identifiable if removed illegally.  For example, cargo containers can be 
secured using numbered tamper-proof seals that automatically destruct on 
opening. 

• Tracking devices can also be used to monitor the movement of people on bail or 
probation or subject to restraining orders.. 

 
All of these technological developments have risks associated with their use, and 
comprehensive testing should precede implementation.  For example, there are 
significant risks if such technologically sophisticated controls fall into the wrong hands 
(Grabosky 1998). 
 
I’d like now to look at a particularly vulnerable group in our community, and discuss 
some ways that the security workforce can reduce their vulnerability to crime. 
 
Changing Crime and Changing Responses in Small Business  
 
The small business workforce is vulnerable to the well-known forms of crime such as 
shoplifting, hold-ups, and unlawful entry with intent.  This is a previously neglected section 
of the community whose needs are receiving increasing attention. 
 
Some of these risks can be reduced through well-known security measures such as Crime 
Prevention Through Environmental Design.  While many small businesses may not be able to 
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afford comprehensive security systems, specific measures targeted at particular risks may be 
affordable, for example, bollards can be installed to prevent ram-raiding of electronic shops, 
or heavy shutters fitted. 
 
Small business is also vulnerable to more sophisticated crimes such as credit card fraud, false 
invoicing, or through insolvent trading by their clients who are unable to pay their bills.  The 
reduction of these crimes against small businesses may be a significant challenge due to 
limited expertise, and a lack of resources and time.  Thus small business vulnerability to 
crime may well be an emerging market for those in the security industry.   
 
There are additional risks for those operating a home-based business, particularly if 
cash transactions are common, or expensive computer equipment, or highly sensitive 
information are stored on-site.  
 
To identify the extent of crimes against small business, the AIC and the Council of Small 
Business Organisations of Australia (COSBOA) conducted a nation-wide survey lat year.  
Responses were received from 4,315 small businesses.  Of the responding businesses, over 
half (51.5%) had been victimised over the one-year period 1998/99.   
 
In the following graph, the number of attempted and completed criminal offences reported by 
these small businesses are displayed.  As can be seen, theft, burglary, vandalism, credit card 
fraud, and employee theft were the most common types of crime experienced.  A detailed 
discussion of this information can be found in the AIC Trends and Issues paper by Santina 
Perrone (2000).   
 
This survey found crimes against small business are highly concentrated.  The small 
businesses most at risk were hotel/motel businesses (74.7%), pharmacies (61.8%), 
newsagents/post offices (57.5%), non-food retail shops (56.1%), and general 
stores/supermarkets (55.4%) (Perrone 2000).  
 
Many small businesses suffered multiple incidents, particularly from shoplifting (89%), credit 
card fraud (62%), vandalism (60%), assault/threat/intimidation (57%), employee theft (52%), 
burglary (47%), and employee fraud (44%).  
 
Small businesses on arterial roads (71%), in residential zones (57%), within medical facilities 
(57%), and in isolated areas (50%) were most at risk. 
 
The small businesses suffered financially.  The mean financial loss was $7,818.  In addition, 
4% were forced to close for half a day or more – undoubtedly resulting in further losses.  In 
one arson case, the small business closed for a year to allow arson investigations and re-
building. 
 
Thus it is clear that Australian small businesses are very vulnerable to crime, many are 
repeatedly victimised, and yet few have the means to reduce the risks.  They are 
particularly vulnerable to more sophisticated crimes.   
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Conclusion 
 
What are the implications of all the above for the security industry?   
 
On the one hand we have a society that is increasingly polarised.  Those who feel 
disenfranchised and angry are, arguably, more likely to take what is denied to them by 
criminal means.  Thus we can expect an increase in theft, vandalism, violence, and illicit drug 
manufacture and addiction, although the crimes may be committed in new places.  For 
example, we are already seeing an increase in the “popularity” of ATM hold-ups during 
daylight hours.   
 
At the same time, there is an emerging “high skill” criminal element who increasingly use 
sophisticated and electronic means to gain illegal rewards, conduct fraud, copy electronic 
data, and engage in industrial espionage etc.  With the expansion of international trade, more 
are also likely to operate in international syndicates.   
 
One group that is increasingly vulnerable to victimisation is small business.  Thus there is 
likely to be an expansion in the demand for security services from small businesses.   
 
Although the changing criminal environment has created many new opportunities for crime, 
it has also created new opportunities for crime prevention and control.  The security 
workforce has to adapt to meet the emerging challenges.  The expansion of sophisticated 
crime and continual adaptation of offender skills means that the security workforce must also 
become high-skill and have continual up dating of their skills.  Otherwise security workers 
will be left behind the high-tech offenders.  These high-tech prevention and detection security 
staff are also likely to earn higher salaries.    
 
The greatest challenges for those working in crime prevention and control are to keep up with 
emerging types of crime and identify innovative and effective ways to counter it.  Whatever 
crime prevention initiatives police, governments, regulatory bodies, business, or the security 
workforce introduce, they should be subject to objective and independent evaluation.  Our job 
is to understand the changing environment that we are working in, and to find ways to reduce 
crime.  Policy makers and criminology researchers will have to continually re-estimate the 
risks and predict changes in patterns of crime and methods used.  The rapid implementation 
of effective counter measures is essential.  Investment in all such activities can yield 
significant benefits to the wider Australian community through the reduction of crime.  
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Australia, States & Territories, UNARMED ROBBERY, 
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Australia, States & Territories, MOTOR VEHICLE THEFT, 
Rate per 100,000 Relevant Population, 1993-2000
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                Source: Perrone S. 2000, “Crimes against Small Business in Australia: A Preliminary Analysis”      
                              Trends & Issues in Crime and Criminal Justice No. 184 Australian Institute of Criminology 
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 Patterns of Repeat Victimisation - Aggregate Offence 
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                    Source: Perrone S. 2000, “Crimes against Small Business in Australia: A Preliminary Analysis” Trends & Issues  
                                  in Crime and Criminal Justice No. 184 Australian Institute of Criminology 
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