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Safeguarding Australia 
 

Adam Graycar 
 
The Australian Institute of Criminology is a social science agency that works with 
social scientists and law enforcement researchers and practitioners in Australia and 
internationally.  Safeguarding Australia is a theme that engages social scientists across 
a very wide spectrum. 
 
I do not today want to go through the full set of priority goals in Safeguarding Australia 
such as critical infrastructure, protecting Australia from diseases and pests etc, other than 
to say that the safeguarding framework I am outlining can be applied widely, and always 
requires a solid social sciences input.  I would, however, like to make one observation 
about pests and diseases. 
 
Britain recently was not safeguarded against foot and mouth disease.  There was a 
devastating epidemic which had significant costs.  While the vets halted the disease, the 
greatest financial impact was on British rural tourism  -  the costs were much greater than 
the livestock costs.  There were significant compliance issues at every turn, and when the 
compensation payments were made, the amount paid in fraudulent claims was staggering.  
Nobody bothered to consult economists or criminologists, or any other social scientists in 
this safeguarding exercise. 
 
Understanding population dynamics, population structure, demographic drivers, 
economic and social conditions and governance structures helps us to understand the 
trajectories of crime, terror and threat. 
 
Looking at the broad canvas, crime is an issue that involves the whole community.  Crime 
is the result of complex changes in economic, social and cultural factors such as 
unemployment, dysfunctional families, child abuse, poor education, community 
breakdown, economic inequality and substance abuse, as well as issues of biology and 
genetics.  
 
It follows then that if crime and threat prevention are going to succeed there should be a 
focus on broad social outcomes, for example reducing social exclusion.  Compelling 
evidence suggests that those who feel excluded from participation in community life are 
more likely to offend against that community.  Addressing this sense of exclusion can 
reduce the risk of offending.  
 
In safeguarding against crime we need to establish a crime prevention framework, that 
can be applied across a wider range of safeguarding exercises.   
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Every crime requires four ingredients: 
 
• A motivated offender   -  somebody willing to offend 
• The presence of a prospective victim or target  
• An opportunity 
• The absence of capable guardians  
 
Our task is to work on achieving two objectives (whether they be local, national, 
international etc) 
 
• To reduce the supply of motivated offenders 
• To make crime harder to commit 
 
To deal with the first objective, reducing the supply of motivated offenders, I could 
outline a catalogue of policies relating to intervening in the lives of individuals, families, 
schools and communities, particularly at the important transition points.  At the other end 
of the spectrum, but dealing with the same issue of reducing the supply of motivated 
offenders, the institutions of diversion and incarceration also play a role. 
 
To deal with the second objective, we can unpack the conjunction of criminal 
opportunities, and test policies about designing for safety, product design that minimises 
risk, regulatory behaviour that protects organisations and systems, community policing, 
protective behaviours and so on, all within the context of situational crime prevention and 
a legal framework. 
 
It doesn’t take a lot of imagination to see the social science role in developing knowledge 
to tackle these issues.  It also does not take a lot of imagination to develop the concepts 
and domains of attack, targets, opportunities, motivation, offenders, and guardians to the 
whole gamut of issues that come under the rubric of Safeguarding Australia. 
 
Social scientists have a role in research aimed at 
• Enhancing our social fabric and the rule of law 
• Regulating the conduct of people 
• Affording protection to persons and property 
• Assessment of risk 
 
While there is certainly an important SET dimension to developing safeguards, the risk 
assessment is primarily a social sciences activity, the implementation of technological 
preventive mechanisms involves a social component, and the governance arrangements 
within which Safeguarding Australia operate are fundamental to security and success. 

Recent events have highlighted the need for safer societies if Australia’s future generations 
are to continue to have high standards of living through wealth creation.  The following 
domains give a taste of a safeguarding framework 

1. Safety in our homes, neighbourhoods, workplaces, and the feeling of comfort as we 
go about our everyday activities.  This incorporates threats to individual well being 
and safety through increasing rates of violent and property crime. 
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2. Safeguarding our economic institutions and systems.  Collapse of major financial 
institutions, such as HIH, Enron and WorldCom. 

3. Threats to our national borders in terms of people smuggling, drug trafficking and 
various related internet fraud and crime related activity.  

4. Terrorist attacks on a scale and at targets not imagined before. 

 
If we take each of these domains we can list a zillion topics worthy of analysis and which 
will form a knowledge base for Safeguarding Australia.  Here are some for starters  -  the 
list is by no means exhaustive, and I am happy to expand on any of these. 
 
 
1. Safety in our homes, families, neighbourhoods, workplaces, and the feeling of 

comfort as we go about our everyday activities.   
 
• Risk and preventive factors of child development 
• Social factors eg 

− life factors (divorce/family break up, wars) 
− family factors (single parents, teenage mothers, rejection, abuse/neglect) 
− school factors (school failure, aggression, bullying, inadequate behaviour 

management) 
− community and cultural factors (low income and poor housing, lack of support 

services, cultural discrimination, media portrayal of violence) 
• Urban design/ neighbourhood dynamics 
• Social consequences of product design 
• Enhancement of civility 
• Limiting fear of crime and threat 
• Crime and disorder reduction partnerships 
• Crime prevention/ reduction strategies 
• Patterns of criminality 
• Target hardening 
• Deterrence 
 
 
2 Safeguarding our economic institutions and systems. 
 
• Trends and types of fraud 
• Regulation 

− Develop a compliance system for organizations 
− Developing a stringent compliance culture 
− Ways to minimize fraud opportunities from internal and external sources / 

Identify areas where fraud can take place in organisation / Professional 
regulatory procedures / Private and public sector initiatives 

• Superannuation fraud (a significant threat) 
• Dynamics of money laundering 
• Identity fraud 
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• E-Fraud -  local and international  -  borderless crime  
• Plastic card fraud 
• Telemarketing fraud 
• Insurance fraud 
• Business fraud 
• Fraud against government  
• Cybercrime 
• Intellectual property crime 
 
 
3 Threats to our national borders in terms of people smuggling, drug trafficking 

and various related internet fraud and crime related activity.  
 
• Identity fraud 
• Small arms trafficking 
• People smuggling 
• Trafficking in human beings 
• Drug dealing 
• Internet fraud 
• Globalisation and its resultant disregard for ‘borders’ 
 

4 Terrorist attacks on a scale and at targets not imagined before. 

I’ll leave these to Stuart Macintyre, but would make the observation that social, 
anthropological and linguistic research must complement any technological research. 
 
Risks and Countermeasures 
I also mentioned, earlier the whole process of risk assessment.  In assessing risk and 
developing countermeasures we need to take note of 
 
• Who determines risk 
• Who is at risk 
• How are risks perceived 
• How are risks measured 
• Educating about risk 
• The Psychology of risk 
• Countering Risk 
• Risk and Civil Liberties 
• Early intervention or Target Hardening 
 

It is always important to remember that crime follows opportunity, and limiting those 
opportunities is a major Social Science activity.  It may be trite to say that crime is 
constantly changing, and we need to innovate and adapt.  This will occur with good 
multidisciplinary research. 
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